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T. Online Classroom Platform
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My Stance On Cybersecurity

| have seen that there has been some debate and discussions over
whether we should use Zoom or other softwares as our platform
for online classes.

| also see some comments regarding the fact that Zoom has a very
comprehensive and near-complete set of features for online
meetings to be fun and interactive.

Here are some facts that we can take into account. First of all the
United States military and government has banned Zoom from
being used in their facilities and also amongst their personnel.
While it is true that the company has made some improvements in
regards to their cybersecurity issues, there are some things we
also need to take into account.

Most Americans will give you the benefit of being innocent until
proven otherwise. However once there is a first significant breach
in that trust, the Americans will never ever truly trust the party or
institute involved. The US is not exactly under direct Chinese threat
and they already practice this level of caution. Our situation in
Taiwan is, unquestionably, at a whole different level of urgency in
comparison to that of the United States.

Second of all, the Taiwanese government and its military forces have
also banned Zoom and other Chinese-brand electronic devices/
softwares that may pose as a threat to security and a breach in
confidential information. While most civilians do not exactly have vital
information for China to exploit, we live at an age where digital
information such as eye color, teeth structure, weight, and even other
seemingly insignificant details, can be compiled and used against us
as a collective some day.



You might feel this is ridiculous since you are an average citizen and
feel you got nothing for them to take. However, you must
understand that while you are having online classes there are other
students whose information will be exposed, including the way they
speak the way they act, etc.

Before people start refuting me, let me clarify that | understand
there are other companies that collect our information on a daily
basis. However | also would like to point out that those companies
do not use that against us, much less think about how to eventually
unify us into their country. However, Chinese related software is are
usually directly or indirectly related to the Chinese Communist Party
and therefore should be treated with stronger level of caution. J8/K

¥ restaurant chain in Canada was recently found to have been
relaying digital audiovisual information from hidden cameras at
each table. That is something worth noting.

Based on all of the mentioned reasons and line of logic, it is
important to note that all of my E.L. team members do not own a
Chinese brand electronic device and we strictly use Google Meet
because of that concern. Zoom has its advantages and it can be
said that as long as we can designate a device for the sole purpose
of Zoom, we are relatively safe. However, not everyone has the
luxury or the financial stability to do so. Our team therefore abides
to the logic of “better safe than sorry” and takes the path that
may be less ideal, but at least we operate each day knowing we
are holding our line of defense in a manner that makes us most

comfortable. W M 4?/
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